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Abstract 
 
Due to the importance of key in providing secure communication, various Key 
Agreement protocols have been proposed in the recent years. The latest 
generation of Public Key Cryptosystems (PKC) called Certificateless PKC played 
an important role in the transformation of Key Agreement protocols. In this 
scientific area, several Key Agreement protocols have been proposed based 
on Bilinear Pairings. However, pairing operation is known as an expensive 
cryptographic function. Hence, utilization of pairing operation in the mentioned 
works made them complex from overall computational cost perspective. In 
order to decrease the computational cost of Key Agreement protocols, several 
Certificateless Key Agreement protocols have been proposed by the use of 
operations over Elliptic Curve based Algebraic Groups instead of using Bilinear 
Pairings. In this paper, we propose a Pairing-free Certificateless two-party Key 
Agreement protocol. Our results indicate that our secure protocol is significantly 
more lightweight than existing related works. 
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1.0  INTRODUCTION 
 
Due to the inherent problem in Identity-Based 
cryptosystems named Key Escrow, Al-Riyami et al. [1] 
introduced new type of Public Key Cryptosystem (PKC), 
named Certificateless PKC. More precisely, in Identity-
Based cryptosystems a Trusted Third Party named 
Private Key Generator (PKG) generates the private key 
of all users hence there is a possibility of misuse by PKG 
(e.g. eavesdropping). In order to overcome the 
mentioned problem, in Certificateless PKC a Trusted 
Third Party named Key Generation Center (KGC) 
generates users’ partial private-key then each user will 
generate its own private-key by the use of received 
partial value from KGC and a chosen random number.  
The concept of Certificateless PKC attracted many 
researchers to propose Certificateless protocols [2-5] 
including Key Agreement ones.  Earlier, most of the 
proposed Key Agreement protocols in this area were 
based on Bilinear pairings [6-9]. However, due to the 
high computational cost performing Pairing operation, 
various protocols have been proposed based on 
operations over Elliptic Curve based Algebraic Groups 
instead of pairings recently [10-17].  
In this paper we proposed a Certificateless Key 
Agreement protocol over Elliptic Curves. The results 
show that our proposed protocol is significantly 
lightweight in compare with current Certificateless 
Pairing-free Key Agreement protocols. Moreover, in the 
growth of number of established session-key between 
peer entities, the proposed protocol behaves 
efficiently.  
The rest of this paper is organized as followed. Related 
works are reviewed in the second section. The third 
section presents our proposed protocol. The fourth 
section is dedicated to discussion over performance of 
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the proposed protocol and related works. The last 
section concludes this paper. 
 
  
2.0  RELATED WORKS 
 
A subset of recent Certificateless Key Agreement 
protocols over Elliptic Curve based algebraic groups 
are reviewed in this section. The main feature of Pairing-
free protocols is that the better performance is gained 
by eliminating the need to performing expensive 
computation of Bilinear Pairings. 
It is worth to that for more readability we standardized 
the utilized notations in the considered protocols as 
followed.  
 
 𝑞: A large prime number 
 𝔽𝑞: A finite field over q 
 𝐸 𝔽𝑞⁄ : An elliptic curve over 𝔽𝑞 
 𝐺: A  subgroup of 𝐸 𝔽𝑞⁄  
 𝑃: A generator of the group 𝐺 
 𝑠: A randomly chosen element of  ℤ𝑞
∗  
 𝑃𝑃𝑢𝑏: 𝑠𝑃  
 𝐻1, 𝐻2 ∶ Two collision-free one-way hash functions 
 𝐼𝐷𝑖: Identity of user 𝑖 
 𝑘𝑠: session key 
 
All considered protocols consist of five main phases 
which are Setup, Partial-Private Extract, Set-Private-
Public Keys, Exchange, and Computation. Since the first 
three phases are the same in the mentioned works, we 
just review them once then the rest of the phases will be 
discussed separately for each protocol.  
Figure1 shows Setup, Partial-Private Extract and Set-
Private-Public Keys phases of the considered protocols. 
 
 
 
 
 
Figure 1 Three first phases of the Certificateless Paring-free Key Agreement protocols 
 
 
Setup algorithm is responsible to generate Params 
and Master-Key, after taking the security parameter. It 
is worth to note that Params is publicly known to all 
entities whereas the Master-Key is known only by a 
Trusted Third Party named Key Generation Center 
(KGC). 
The KGC sends a partial-private to a corresponding 
user whenever a request is made in the Partial-Private 
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Extract phase. In Set-Private-Public Keys phase, each 
entity such as 𝑖 generates its own public and private 
keys by choosing a random value.  Afterward, existing 
entities can communicate with each other in order to 
share a session-key in the two last phases. 
In continue to what mentioned above, we will 
demonstrate Exchange and Computation phases of 
the considered protocols in the rest of this section. 
 
Exchange and Computation phases of proposed 
protocol by He et al. -2012 [18] 
 
Assume that two entities such as A and B are going to 
agree on a session key, the proposed protocol by He 
et al. [18] consists of Exchange and Computation 
phases as followed. 
Exchange. In this phase, the following steps are 
performed by mentioned entities. 
(1) Entity A chooses a random 𝑎 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐴 = 𝑎𝑃 then transfer 𝑇𝐴 to the 
entity B. 
(2) Entity B chooses a random 𝑏 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐵 = 𝑏𝑃 then transfer 𝑇𝐵 to the 
entity A.  
Computation. The considered entities compute the 
shared secret by performing following computations: 
Entity A computes 𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)[𝑇𝐵 + 𝑆𝐵] , 𝐾𝐴𝐵
2 =
(𝑎 + 𝑥𝐴)[𝑇𝐵 + 𝑋𝐵] and  𝐾𝐴𝐵
3 = 𝑎𝑇𝐵 
Entity B computes 𝐾𝐵𝐴
1 = (𝑏 + 𝑠𝐵)[𝑇𝐴 + 𝑆𝐴] , 𝐾𝐴𝐵
2 =
(𝑏 + 𝑥𝐵)[𝑇𝐴 + 𝑋𝐴]and 𝐾𝐵𝐴
3 = 𝑏𝑇𝐴 
The computed value in this phase and some 
public/private values are the inputs for a key driven 
function that generates the final session key.  
 
Exchange and Computation phases of proposed 
protocol by Sun et al. -2013 [19] 
 
Assume that two entities such as A and B are going to 
agree on a session key, the proposed protocol by Sun 
et al. [19] consists of Exchange and Computation 
phases as followed. 
Exchange. In this phase, the following steps are 
performed by mentioned entities. 
(1) Entity A chooses a random 𝑎 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐴 = 𝑎𝑃 then transfer 𝑅𝐴, 𝑇𝐴 to 
the entity B. 
(2) Entity B chooses a random 𝑏 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐵 = 𝑏𝑃 then transfer 𝑅𝐵, 𝑇𝐵 to 
the entity A.  
Computation. The considered entities compute the 
shared secret by performing following computations: 
Entity A computes 𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴 + 𝑥𝐴)[𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵], 
𝐾𝐴𝐵
2 = (𝑎 + 2𝑠𝐴 − 𝑥𝐴)[𝑇𝐵 + 2𝑆𝐵 − 𝑋𝐵] and  𝐾𝐴𝐵
3 = (𝑎 − 𝑠𝐴 −
2𝑥𝐴)(𝑇𝐵 − 𝑆𝐵 + 2𝑋𝐵) 
Entity B computes 𝐾𝐵𝐴
1 = (𝑏 + 𝑠𝐵 + 𝑥𝐵)[𝑇𝐴 + 𝑆𝐴 + 𝑋𝐴], 
𝐾𝐵𝐴
2 = (𝑏 + 2𝑠𝐵 − 𝑥𝐵)[𝑇𝐴 + 2𝑆𝐴 − 𝑋𝐴] and 𝐾𝐵𝐴
3 = (𝑏 − 𝑠𝐵 −
2𝑥𝐵)(𝑇𝐴 − 𝑆𝐴 + 2𝑋𝐴) 
The computed value in this phase and some 
public/private values are the inputs for a key driven 
function that generates the final session key.  
 
Exchange and Computation phases of proposed 
protocol by He et al. -2012 [20] 
 
Assume that two entities such as A and B are going to 
agree on a session key, the proposed protocol by He 
et al. [20] consists of Exchange and Computation 
phases as followed. 
Exchange. In this phase, the following steps are 
performed by mentioned entities. 
(1) Entity A transfers 𝑅𝐴, 𝑋𝐴 to the entity B. 
(2) Entity B chooses a random 𝑏 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐵 = 𝑏(𝑋𝐴 + 𝑆𝐴) then transfer 
𝑅𝐵, 𝑋𝐵, 𝑇𝐵 to the entity A.  
(3) Entity A chooses a random 𝑎 ∈𝑟 ℤ𝑞
∗ , and 
computes the key token 𝑇𝐴 = 𝑎(𝑋𝐵 + 𝑆𝐵) then transfer 
𝑇𝐴 to the entity B. 
Computation. The considered entities compute the 
shared secret by performing following computations: 
Entity A computes 𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)
−1𝑇𝐵 + 𝑎𝑃 and  𝐾𝐴𝐵
2 =
𝑎(𝑥𝐴 + 𝑠𝐴)
−1𝑇𝐵 
Entity B computes 𝐾𝐵𝐴
1 = (𝑏 + 𝑠𝐵)
−1𝑇𝐴 + 𝑏𝑃 and 𝐾𝐵𝐴
2 =
𝑏(𝑥𝐵 + 𝑠𝐵)
−1𝑇𝐴 
The computed value in this phase and some 
public/private values are the inputs for a key driven 
function that generates the final session key.  
 
 
3.0  THE PROPOSED PROTOCOL 
 
In this paper, we propose an efficient Certificateless 
Key Agreement protocol that does not require 
pairings operation. In this section, the proposed 
protocol is described in detail as followed.  
 
Setup: Setup algorithm is responsible to generate 
Master-Key 𝑠 ∈ ℤ𝑞
∗  and Params <
𝑞, 𝔽𝑞 , 𝐸 𝔽𝑞⁄ , 𝐺, 𝑃, 𝑃𝑃𝑢𝑏 , 𝐻1, 𝐻2 >, after taking the security 
parameter. Here, 𝐻1: {0,1}
∗ × 𝐺 → ℤ𝑞
∗  and 𝐻2: {0,1}
∗ ×
{0,1}∗ × 𝐺 × 𝐺 × 𝐺 → ℤ𝑞
∗ . 
 
Partial-Private-Extract: In this phase, the considered 
algorithm randomly chooses 𝑟𝑖 ∈𝑟 ℤ𝑞
∗  , then computes 
𝑅𝑖 = 𝑟𝑖𝑃 and ℎ𝑖 = 𝐻1(𝐼𝐷𝑖 , 𝑅𝑖).The partial-private-key of 
an entity such as 𝑖 will be 𝑠𝑖 = 𝑟𝑖 + ℎ𝑖𝑠(mod q). 
 
Set-Public-Private Keys: In this phase, each entity 
such as 𝑖 randomly chooses 𝑥𝑖 ∈𝑟 ℤ𝑞
∗  then computes 
𝑃𝑖 = 𝑥𝑖𝑃. The private and public key of this entity will be 
𝑆𝐾𝑖 = (𝑠𝑖 , 𝑥𝑖) and 𝑃𝐾𝑖 = (𝑅𝑖 , 𝑆𝑖 , 𝑃𝑖), respectively. It is 
worth to note that the value of  𝑆𝑖 = (𝑅𝑖 + ℎ𝑖𝑃𝑝𝑢𝑏) = 𝑠𝑖𝑃 
is publicly computable by all involving entities.  
 
Exchange: In this phase, by considering that two 
entities such as “A” and “B” are going to agree on a 
session-key, they act as followed: 
(1) A chooses a random 𝑎 ∈𝑟 ℤ𝑞
∗ , computes the key 
token 𝑇𝐴 = 𝑎𝑥𝐴𝑃𝐴 and transfers 𝑇𝐴 to the B entity. 
(2) B chooses a random 𝑏 ∈𝑟 ℤ𝑞
∗ , computes the key 
token 𝑇𝐵 = 𝑏𝑥𝐵𝑃𝐵  and transfers 𝑇𝐵 to the A entity. 
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Computation: In this phase, the mentioned entities 
are able to achieve same agreed secret by 
performing following computations: 
 
A randomly chosen 𝑎 ∈𝑟 ℤ𝑞
∗ , then computes 𝐾𝐴𝐵 =
(𝑎𝑥𝐴
2)𝑇𝐵 
B randomly chosen 𝑏 ∈𝑟 ℤ𝑞
∗ , then computes 𝐾𝐵𝐴 =
(𝑏𝑥𝐵
2)𝑇𝐴 
 
The computed agreed secret value by two sides in he 
Computation phase would be the same and it can be 
proven via following equation.  
𝐾𝐴𝐵 = (𝑎𝑥𝐴
2)𝑇𝐵 
= (𝑎𝑥𝐴
2)𝑏𝑥𝐵𝑃𝐵 =  (𝑎𝑥𝐴
2)(𝑏𝑥𝐵
2)𝑃 
= (𝑏𝑥𝐵
2)(𝑎𝑥𝐴
2)𝑃 = (𝑏𝑥𝐵
2)𝑎𝑥𝐴𝑃𝐴 
= (𝑏𝑥𝐵
2)𝑇𝐴 
= 𝐾𝐵𝐴 
 
The final session-key, 𝑘𝑠, is a key derivation function 
of 𝐾𝐴𝐵: 
𝑘𝑠 = 𝐻2(𝐼𝐷𝐴, 𝐼𝐷𝐵, 𝑇𝐴, 𝑇𝐵, 𝐾𝐴𝐵) 
= 𝐻2(𝐼𝐷𝐴, 𝐼𝐷𝐵, 𝑇𝐴, 𝑇𝐵, 𝐾𝐵𝐴) 
 
 
4.0  RESULTS AND DISCUSSION 
 
The main goal of this section is to discuss about the 
computational cost of the considered protocols 
(reviewed in the second section) and the proposed 
one. As mentioned in Introduction, recent 
Certificateless Key Agreement protocols use 
operations over elliptic curve based algebraic groups 
to avoid the high computational cost of performing 
Pairings operation [21, 22]. To make this issue more 
clear, Table 1 shows the required time for computation 
of scalar multiplication over elliptic curve based 
algebraic groups is around twenty times less than the 
required time for performing Bilinear Pairing operation 
[23]. Therefore, the focus of this section is on the 
related Certificateless two-party Authenticated Key 
Agreement protocols which are Pairing-free. 
 
Table 1 Required Time for Computation of Two 
Cryptographic Operations [23] 
 
Operation  Time in 
milliseconds 
Pairing 20.01 
ECC-based scalar 
multiplication  
0.83 
 
 
The computational costs of group operations are 
shown in Table 2 [24]. Note that in this table the 
complexity of performing Modular Multiplication is 
considered as the unit of other operations' complexity. 
 
 
 
 
 
 
Table 2 Computational Costs of Group Operations [24] 
 
To continue what was mentioned above, we are 
going to compare the proposed protocol with related 
protocols reviewed in the second section.  
Table 3 gives a comprehensive view over the 
required computations in Exchange and 
Computation phases in the proposed protocol and 
the considered related works. 
Notation Definition and Conversion 
TMM Time complexity for executing the 
modular multiplication 
TSM Time complexity for executing the elliptic 
curve scalar multiplication 1TSM≈29TMM 
TPA Time complexity for executing the elliptic 
curve point addition , 1TPA≈ 0.12TMM 
TIN Time complexity for executing the 
modular inversion operation, 1TIN≈11.6TMM 
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Table 3 Required computations for the proposed protocol and related works 
Authors Required computations for Exchange and 
Computation phases from entity A’ s viewpoint 
Computed Exponentiation 
 (Scalar Multiplication)  
Computed point 
addition 
He et al. [18] 𝑇𝐴 = 𝑎𝑃 
𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)[𝑇𝐵 + 𝑆𝐵] 
𝐾𝐴𝐵
2 = (𝑎 + 𝑥𝐴)[𝑇𝐵 + 𝑋𝐵] 
𝐾𝐴𝐵
3 = 𝑎𝑇𝐵 
𝑎𝑃, (𝑎 + 𝑠𝐴)[𝑇𝐵 + 𝑆𝐵],   
(𝑎 + 𝑥𝐴)[𝑇𝐵 + 𝑋𝐵], 𝑎𝑇𝐵 
(𝑇𝐵 + 𝑆𝐵), (𝑇𝐵 + 𝑋𝐵) 
Sun et al. 
[19] 
𝑇𝐴 = 𝑎𝑃 
𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴 + 𝑥𝐴)[𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵] 
𝐾𝐴𝐵
2 = (𝑎 + 2𝑠𝐴 − 𝑥𝐴)[𝑇𝐵 + 2𝑆𝐵 − 𝑋𝐵] 
𝐾𝐴𝐵
3 = (𝑎 − 𝑠𝐴 − 2𝑥𝐴)(𝑇𝐵 − 𝑆𝐵 + 2𝑋𝐵) 
𝑎𝑃,  
(𝑎 + 𝑠𝐴 + 𝑥𝐴)[𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵] 
(𝑎 + 2𝑠𝐴 − 𝑥𝐴)[𝑇𝐵 + 2𝑆𝐵 − 𝑋𝐵] 
(𝑎 − 𝑠𝐴 − 2𝑥𝐴)(𝑇𝐵 − 𝑆𝐵 + 2𝑋𝐵) 
𝑇𝐵 + 𝑆𝐵 + 𝑋𝐵, 
𝑇𝐵 + 2𝑆𝐵, 
𝑆𝐵 + 2𝑋𝐵 
He et al. [20] 𝑇𝐴 = 𝑎(𝑋𝐵 + 𝑆𝐵) 
𝐾𝐴𝐵
1 = (𝑎 + 𝑠𝐴)
−1𝑇𝐵 + 𝑎𝑃 
𝐾𝐴𝐵
2 = 𝑎(𝑥𝐴 + 𝑠𝐴)
−1𝑇𝐵 
𝑎(𝑋𝐵 + 𝑆𝐵), 
(𝑎 + 𝑠𝐴)
−1𝑇𝐵, 𝑎𝑃,  
𝑎(𝑥𝐴 + 𝑠𝐴)
−1, 
𝑎(𝑥𝐴 + 𝑠𝐴)
−1𝑇𝐵 
𝑋𝐵 + 𝑆𝐵 
(𝑎 + 𝑠𝐴)
−1𝑇𝐵 + 𝑎𝑃 
Our 
proposed 
Protocol 
𝑇𝐴 = 𝑎𝑥𝐴𝑃𝐴 
𝐾𝐴𝐵 = (𝑎𝑥𝐴
2)𝑇𝐵 
(𝑎𝑥𝐴
2)P, (𝑎𝑥𝐴
2)𝑇𝐵 - 
 
 
Table 4 demonstrates the overall computational 
costs of the proposed protocol in compare with 
related works based on the given information in Table 
2 and Table 3. 
 
Table 4 Performance comparisons over the proposed 
protocol and related works 
 
 
 
It is apparent from Table 4 that the proposed 
protocol is significantly more lightweight than the 
existing related works. It is worth to note that for the 
sake of simplicity in this table the complexity of 
computation for Modular Multiplication is considered 
1to present the overall cost of computations. 
 
 
 
5.0  CONCLUSION 
 
Due to the high complexity of performing Pairings 
operation, pairing-free protocols became an 
attractive research area in recent years. In the scope 
of pairing-free Certificateless Key Agreement 
protocols, several works have been proposed. In this 
paper, we propose a Certificateless two-party Key 
Agreement protocol without pairings.  The significant 
feature of the proposed protocol is the low complexity 
of computations in compare with related works. 
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